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The specialised nature of information systems (IS) auditing and the skills necessary to perform such audits require standards that apply 
specifically to IS auditing. One of the goals of ISACA® is to advance globally applicable standards to meet its vision. The development 
and dissemination of the IS Auditing Standards are a cornerstone of ISACA’s professional contribution to the audit community. The 
framework for the IS Auditing Standards provides multiple levels of guidance: 

 Standards define mandatory requirements for IS auditing and reporting. They inform: 
– IS auditors of the minimum level of acceptable performance required to meet the professional responsibilities set out in the 

ISACA Code of Professional Ethics  
– Management and other interested parties of the profession’s expectations concerning the work of practitioners 
– Holders of the Certified Information Systems Auditor® (CISA®) designation of requirements. Failure to comply with these 

standards may result in an investigation into the CISA holder’s conduct by the ISACA Board of Directors or appropriate ISACA 
committee and, ultimately, in disciplinary action.  

 Guidelines provide guidance in applying IS Auditing Standards. The IS auditor should consider them in determining how to 
achieve implementation of the standards, use professional judgement in their application and be prepared to justify any departure. 
The objective of the IS Auditing Guidelines is to provide further information on how to comply with the IS Auditing Standards. 

 Procedures provide examples of procedures an IS auditor might follow in an audit engagement. The procedure documents 
provide information on how to meet the standards when performing IS auditing work, but do not set requirements. The objective of 
the IS Auditing Procedures is to provide further information on how to comply with the IS Auditing Standards. 

 
COBIT® resources should be used as a source of best practice guidance. The COBIT framework states, ‘It is management's responsibility 
to safeguard all the assets of the enterprise. To discharge this responsibility as well as to achieve its expectations, management must 
establish an adequate system of internal control’. COBIT provides a detailed set of controls and control techniques for the information 
systems management environment. Selection of the most relevant material in COBIT applicable to the scope of the particular audit is 
based on the choice of specific COBIT IT processes and consideration of COBIT information criteria. 
 
As defined in the COBIT framework, each of the following is organised by IT management process. COBIT is intended for use by business 
and IT management as well as IS auditors; therefore, its usage enables the understanding of business objectives, communication of 
best practices, and recommendations to be made around a commonly understood and well-respected standard reference. COBIT 
includes:  

 Control objectives—High-level and detailed generic statements of minimum good control  
 Control practices—Practical rationales and ‘how to implement’ guidance for the control objectives  
 Audit guidelines—Guidance for each control area on how to obtain an understanding, evaluate each control, assess compliance 

and substantiate the risk of controls not being met  
 Management guidelines—Guidance on how to assess and improve IT process performance, using maturity models, metrics and 

critical success factors. They provide a management-oriented framework for continuous and proactive control self-assessment 
specifically focused on: 
– Performance measurement—How well is the IT function supporting business requirements? Management guidelines can be 

used to support self-assessment workshops, and they also can be used to support the implementation by management of 
continuous monitoring and improvement procedures as part of an IT governance scheme. 

– IT control profiling—What IT processes are important? What are the critical success factors for control? 
– Awareness—What are the risks of not achieving the objectives? 
– Benchmarking—What do others do? How can results be measured and compared? Management guidelines provide example 

metrics enabling assessment of IT performance in business terms. The key goal indicators identify and measure outcomes of 
IT processes, and the key performance indicators assess how well the processes are performing by measuring the enablers 
of the process. Maturity models and maturity attributes provide for capability assessments and benchmarking, helping 
management to measure control capability and to identify control gaps and strategies for improvement. 

 
A glossary of terms can be found on the ISACA web site at www.isaca.org/glossary. The words ‘audit’ and ‘review’ are used 
interchangeably.  
 
Disclaimer: ISACA has designed this guidance as the minimum level of acceptable performance required to meet the professional 
responsibilities set out in the ISACA Code of Professional Ethics. ISACA makes no claim that use of this product will assure a 
successful outcome. The publication should not be considered inclusive of any proper procedures and tests or exclusive of other 
procedures and tests that are reasonably directed to obtaining the same results. In determining the propriety of any specific procedure 
or test, the controls professional should apply his/her own professional judgement to the specific control circumstances presented by the 
particular systems or information technology environment. 
 
The ISACA Standards Board is committed to wide consultation in the preparation of the IS Auditing Standards, Guidelines and 
Procedures. Prior to issuing any documents, the Standards Board issues exposure drafts internationally for general public comment. The 
Standards Board also seeks out those with a special expertise or interest in the topic under consideration for consultation where 
necessary. The Standards Board has an ongoing development programme and welcomes the input of ISACA members and other 
interested parties to identify emerging issues requiring new standards. Any suggestions should be e-mailed (standards@isaca.org), faxed 
(+1.847. 253.1443) or mailed (address at the end of document) to ISACA International Headquarters, for the attention of the director of 
research, standards and academic relations. This material was issued on 15 August 2006. 
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Page 2 Business Application Change Control Procedure  

1. BACKGROUND 
 
1.1 Linkage to Standards 
1.1.1 Standard S6 Performance of Audit Work states, ‘IS audit staff should be supervised to provide reasonable assurance that 

audit objectives are accomplished and applicable professional auditing standards are met. During the course of the audit, the 
IS auditor should obtain sufficient, reliable and relevant evidence to achieve the audit objectives. The audit findings and 
conclusions are to be supported by appropriate analysis and interpretation of this evidence’. 

 
1.2 Linkage to COBIT 
1.2.1 High-level control objectives AI2 (acquire and maintain application software) states, ‘Control over the IT process of acquiring 

and maintaining application software that satisfies the business requirement to provide automated functions that effectively 
support the business process is enabled by the definition of specific statements of functional and operational requirements, 
and a phased implementation with clear deliverables and takes into consideration: 
■ Functional testing and acceptance 
■ Application controls and security requirements 
■ Documentation requirements 
■ Application software life cycle 
■ Enterprise information architecture 
■ System development life cycle methodology 
■ User-machine interface 
■ Package customisation’ 

1.2.2  High-level control objective AI3 (acquire and maintain technology infrastructure) states, ‘Control over the IT process of 
acquiring and maintaining technology infrastructure that satisfies the business requirement to provide the appropriate 
platforms for supporting business applications is enabled by judicious hardware and software acquisition, standardising of 
software, assessment of hardware and software performance, and consistent system administration and takes into 
consideration: 
■ Compliance with technology infrastructure directions and standards 
■ Technology assessment 
■ Installation, maintenance and change controls 
■ Upgrade, conversion and migration plans 
■ Use of internal and external infrastructures and/or resources 
■ Supplier responsibilities and relationships 
■ Change management 
■ Total cost of ownership 
■ System software security’ 

1.2.3 High-level control objective AI6 (manage changes) states, ‘Control over the IT process of managing changes that satisfies the 
business requirement to minimise the likelihood of disruption, unauthorised alterations and errors is enabled by a 
management system which provides for the analysis, implementation and follow-up of all changes requested and made to the 
existing IT infrastructure and takes into consideration: 
■ Identification of changes 
■ Categorisation, prioritisation and emergency procedures 
■ Impact assessment 
■ Change authorisation 
■ Release management 
■ Software distribution 
■ Use of automated tools 
■ Configuration management 
■ Business process redesign’ 

1.2.4 Detailed control objective P09 (assess risks) states, ‘Control over the IT process of assessing risks that satisfies the business 
requirement of supporting management decisions through achieving IT objectives and responding to threats by reducing 
complexity, increasing objectivity and identifying important decision factors is enabled by the organisation engaging itself in IT 
risk identification and impact analysis, involving multi-disciplinary functions and taking cost-effective measures to mitigate 
risks and takes into consideration: 
■ Risk management ownership and accountability  
■ Different kinds of IT risks (technology, security, continuity, regulatory, etc.) 
■ Defined and communicated risk tolerance profile 
■ Root cause analyses and risk brainstorming sessions 
■ Quantitative and/or qualitative risk measurement 
■ Risk assessment methodology 
■ Risk action plan 
■ Timely reassessment’ 

1.2.5 Detailed control objective P010 (manage projects) states, ‘Control over the IT process of managing projects that satisfies the 
business requirement to set priorities and to deliver on time and within budget is enabled by the organisation identifying and 
prioritising projects in line with the operational plan and the adoption and application of sound project management techniques 
for each project undertaken and takes into consideration: 
■ Business management sponsorship for projects 
■ Program management 
■ Project management capabilities 
■ User involvement 
■ Task breakdown, milestone definition and phase approvals 
■ Allocation of responsibilities 
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■ Rigorous tracking of milestones and deliverables 
■ Cost and manpower budgets, balancing internal and external resources 
■ Quality assurance plans and methods 
■ Program and project risk assessments 
■ Transition from development to operations’ 

1.2.6 Detailed control objective P011 (manage quality) states, ‘Control over the IT process of managing projects that satisfies the 
business requirement to set priorities and to deliver on time and within budget is enabled by the organisation identifying and 
prioritising projects in line with the operational plan and the adoption and application of sound project management techniques 
for each project undertaken and takes into consideration: 

 Business management sponsorship for projects 
 Program management 
 Project management capabilities 
 User involvement 
 Task breakdown, milestone definition and phase approvals 
 Allocation of responsibilities 
 Rigorous tracking of milestones and deliverables 
 Cost and manpower budgets, balancing internal and external resources 
 Quality assurance plans and methods 
 Program and project risk assessments 
 Transition from development to operations’ 

1.2.7 Detailed control objective DS1 (define and manage service levels) states, ‘Control over the IT process of defining and 
managing service levels that satisfies the business requirement to establish a common understanding of the level of service 
required is enabled by the establishment of service-level agreements which formalise the performance criteria against which 
the quantity and quality of service will be measured and takes into consideration: 

 Formal agreements 
 Definition of responsibilities 
 Response times and volumes 
 Charging 
 Integrity guarantees 
 Non-disclosure agreements 
 Customer satisfaction criteria 
 Cost/benefit analysis of required service levels 
 Monitoring and reporting’ 

 
1.3 COBIT Reference 
1.3.1 Selection of the most relevant material in COBIT applicable to the scope of the particular audit is based on the choice of 

specific COBIT IT processes and consideration of COBIT’s control objectives and associated management practices 
1.3.2 The process and control objectives to be selected and adapted may vary depending on the specific scope and terms of 

reference of the assignment. To meet the requirement, the selected and adapted processes in COBIT likely to be the most 
relevant are classified as: 

 Primary: 
- PO1—Define a strategic IT plan. 
- PO5—Manage the IT investment. 
- PO9—Assess risks. 
- PO10—Manage projects. 
- PO11—Manage quality. 
- AI1—Identify automated solutions. 
- AI2—Acquire and maintain application software. 
- AI5—Install and accredit systems. 
- AI6—Manage changes. 
- DS1—Define and manage service levels. 
- DS3—Manage performance and capacity. 
- DS4—Ensure continuous service. 
- DS5—Ensure systems security. 
- DS9—Manage the configuration. 
- DS10—Manage problems and incidents. 
- M1—Monitor the processes. 
- M2—Assess internal control adequacy. 

 Secondary: 
- PO3—Determine technological direction. 
- PO6—Communicate management aims and direction. 
- DS7—Educate and train users. 

1.3.3 The information criteria most relevant to change control are: 
 Primary:  effectiveness and efficiency 
 Secondary: reliability, availability, compliance, integrity and confidentiality 

 
1.4  Purpose of the Procedure 
1.4.1 Primarily intended for IS auditors—internal as well as external auditors—this document can be used by other IS professionals 

with responsibilities in the capacity of information systems availability, data integrity and information confidentiality.  
1.4.2 Modern businesses are organised as a set of core processes. Almost every organisation in the world is faced with increasing 

pressure for effectiveness and efficiency (i.e., higher quality requirements for products and services, increased revenue, cost 
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reduction, new product development), a pressure for better, faster and cheaper software change control processes that 
provide  high-quality software for the business owners.  

1.4.2 As with all IT audits, not all testing steps defined in this procedure would be applicable due to the level of risk associated with 
the individual development project under review. The cost and level of effort associated with each testing step should be 
continually evaluated to provide reasonable assurance that there is a value add to the enterprise in ascertaining if the control 
is operating effectively. Based on a decision by audit management responsible for the engagement that is subject to a risk 
assessment, controls mitigating risks considered to be immaterial or insignificant typically may not be tested as denoted in this 
procedure. Accordingly, it is recommended that a risk assessment be performed to evaluate which controls should be tested 
and which of the audit steps defined in this procedure are applicable.  

1.4.3 Due to the voluminous testing steps defined in this procedure, the IT audit management should consider adopting the five 
steps utilised in the Project Management Institute’s (PMI’s) project management approach to effectively plan and execute the 
audit. 

 
2. SYSTEM DEVELOPMENT LIFE CYCLE (SDLC)  
 
2.1 Overall Purpose 
2.1.1 The purpose of an SDLC audit is to assess the extent to which the acquired or developed system(s) fully meets the 

deliverables identified in the project request approved by management, assess the extent to which the actual costs of 
acquired or developed system(s) are in line with budget, and report to executive management and/or the audit committee of 
the board of directors as to whether the project accomplishes the identified deliverables and is within costs. 

2.1.2 Internal audit department’s (IAD’s) overall objectives when performing an SDLC audit are to assess whether:  
 Business processes and systems are designed and implemented with adequate internal controls 
 Project management is adequate to provide reasonable assurance that project objectives are achieved 
 Budgetary estimates are realised 
 Required business functionality is achieved 
 The project team is using a controlled and structured approach for monitoring system development activity, system 

quality and adherence to organisation policies 
2.1.3 A detailed process has been developed to assist the SDLC team in providing the following for each phase of the system 

development: 
 Timely identification of control issues (system, business, methodology or project management) 
 Proactive participation in assessing the internal control structure throughout the project life cycle 
 Improved future audit coverage due to increased knowledge of the business processes and functions 

 
2.2 SDLC Phases 
2.2.1 The SDLC phase objectives will utilise specific audit programs for each development phase of the system development life 

cycle. In addition, a general project methodology framework audit program covering all phases of the project life cycle will be 
used. Major phases of an SDLC audit typically include: 

 Business requirements definition 
 Project initiation 
 Design and development (construction) 
 Testing 
 Implementation 
 Post implementation 

2.2.2 However, given the development mechanism, including user interface (UI) design, additional control processes may be 
required and included in the scope of the review. In conjunction with this process, the IS auditor should test the adequacy of 
co-ordination between the UI design and the application codes throughout the SDLC process.  

 
2.2.3 The names of the phases may vary by SDLC methodology; however, the critical objectives and deliverables are consistent. In 

addition, the phases of a system development project may run concurrently and the break points are not always clear. 
Therefore, the completion of specific phase deliverables may run into subsequent phases.  
 

3. NONESTABLISHED OR NONADHERENCE TO KEY CONTROL RISKS 
 

3.1 Examples 
3.1.1 The examples in 3.2 are not all inclusive. This information is provided to highlight the risk of not establishing controls.  

 
3.2 General and Project Management 
3.2.1 Key required deliverable documentation (including functional requirements definition, technical specification, design, 

development, testing, elevation documentation) should be approved by the  business owner to establish accountability of the 
software change and the resources expended for the change. Without this approval, there is the risk that IT and the business 
owners may not be in agreement with the work performed and final outcome.   

3.2.2 The project or IT manager should call a cross-functional meeting with other IT areas and business owners to evaluate the 
effect of the software change. There should be minutes to these meetings, and the effects should be injected in the 
requirements and design. Without this impact assessment, other business units may be negatively affected or a loss of design 
efficiencies may result. 

3.2.3 Due to the ability to modularise (separate) software development efforts, acceleration of various components through the 
various gates (design versus development) can result. While this may not pose a risk, there is often the need to create issue 
or problem lists that may not contain consequential problems that could result in delaying the progression of work. This list 
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should be approved by all parties from software developers to the business owner to high-level management within the 
development group.  

 
4. SDLC METHODOLOGY  
 
4.1 Business Requirements Definition 
4.1.1 Requirements for the business owner either to create or fully review with a formal sign-off are denoted in 3.2.1. Without this 

control, business units may disagree with the requirements of the project/request—IT may not build functionality that is 
needed by the business unit.  
 

4.2 Project Initiation 
4.2.1 All projects/requests relating to business applications must be initiated from the business area, which includes software 

defects and enhancements. The scope of and estimated resources needed for this project should be defined and/or agreed to 
by the business area. If this control does not exist, IT may update, change and implement new functionality without the 
business unit’s knowledge.  

4.2.2 The problem/help desk determines the severity of the open issue, based on discussions with the business owners, and routes 
accordingly. If problem tickets (problem issues) are not appropriately prioritised and routed, IT resources for software changes 
or maintenance may not be effectively applied.  

4.2.3 IT must use a tracking system to track all projects/requests from the business owner. Help desk tickets and version control 
references must be cross-referenced. If this control does not exist, project initiation may not be recorded appropriately and 
may not be visible to the IT management. 

4.2.4 Given the size and complexity of the change, the project or IT manager should decide what documentation to produce. If this 
control is not in place, too little or too much (that is not cost effective for a small project less than 30 hours to design and 
develop), documentation regarding evidencing adherence to controls may be required.  
 

4.3 Design and Development (Construction) 
4.3.1 Determine that proper access security has been put in for the functionality, including having the business owner identify roles 

that can access this new functionality. If security is not considered and it is applicable, inappropriate access to view and 
change business information may occur.  

4.3.2 Determine that version control is in place. If version control is not in place, there is increased risk that a new 
module/functionality could be built in the production environment without the knowledge of IT management and/or overwriting 
of code or lack of baseline management.  

4.3.3 Determine that written authorisation from business users, the requestor and other affected areas is received prior to 
implementation. If this does not occur, there is increased risk that implementation of the new and/or in inappropriate code may 
occur without knowledge of all stakeholders within the project/request.  

 
4.4 Testing 
4.4.1 Business users or their assigned designees, who are outside the application development group, should review test 

conditions and the test plan to ensure that there is proper coverage within the overall testing cycle. In addition, depending on 
the size and complexity of the requirements, a cross-reference or traceability matrix should be employed. A traceability matrix 
should match the requirements to the test cases, including use cases. Without the proper review of the test conditions and, if 
appropriate, a traceability matrix, requirements may be missed in testing.   

4.4.2 Business users should review test results (e.g., user acceptance testing) to verify that this is what they wanted. Without a 
complete review and sign off of the test results from the business users (or their representatives outside of the IT application 
development group), there is no true validation/confirmation of the testing, resulting in the project/request not being satisfied.  

4.4.3 The application developer’s IT manager (or appropriate supervisory personnel of the programmer) should review and approve 
the code (changes) to be moved into production. If this control is not in place, IT management may not be aware of the 
request for new functionality to be moved into production. Note: This control should not be relied upon to detect fraud.  

 
4.5 Implementation 
4.5.1 In addition, application developers should not be able to promote code into production. If this control does not exist, 

unauthorised changes to software could result. In addition, uncontrolled and/or unauthorised changes to business information 
may lead to fraud and irregularities. Finally, malicious programs can be introduced into the production environment, affecting 
system availability, data integrity and information confidentiality issues.  

 
4.6 Post-implementation 
4.6.1 Problem/help desk tickets should be closed on a timely basis with root cause and method of resolution documented. If this 

control is not implemented, repetitive problems could occur without identifying the need for software changes and/or the 
perception that the problem on the ticket is still open.  

4.6.2 Other activities could include review to determine if objectives are achieved and review of the application of key internal 
business controls and rules for the application.  

 
5. PRODUCTION PROCESSING AFFECTING SDLC 
 
5.1 Emergency Change Process 
5.1.1 Unplanned and emergency change subprocesses collectively control the means and methods for exceptions to the standard 

change control process. The unplanned change subprocess controls changes caused by a missed lead time and/or missed 
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goal calendar. The emergency change subprocess establishes the controls around the means and methods used in 
remediation of system outages directly affecting customer service levels. Accordingly, an emergency change is an application 
program modification within 24 hours to prevent or avoid reoccurrence of any significant outage.  

5.1.2 The emergency change process should be closely managed so there is an approval to bypass the standard change process. 
Activities occurring during the emergency change are logged and reviewed by management with application development and 
security services groups (e.g., due to the powerful user IDs granted to the programmer to complete the emergency change for 
resumption of system availability). Upon resumption of the system by the business user, the following steps should be taken:  
■ Remove the programmer’s access to the production environment.  
■ Complete a full post mortem with root cause analysis.  
■ Perform full regression testing to ascertain if the emergency program fix affected other system elements (database, 

interfacing applications, other applications within the same suite where the change occurred, etc.). 
■ Verify that the programming fix is executed from a controlled program library that is backed up and retained with source 

code for a required period of time based on the business and legislative risk of the change.  
■ Include the program change, if permanent, into the baseline software version to provide reasonable assurance that 

changes are not overwritten in the succeeding program modifications.  
 
5.2 Problem Management Subprocess 
5.2.1 The problem management subprocess provides a guided, systematic and controlled approach to managing problems 

affecting IT services during an application modification. The process includes all tasks necessary for managing problems 
throughout the life cycle. These tasks include planning, testing, implementing and recovery procedures during restoration of 
service in the event of a failure. The goal of this control is to minimise or eliminate repeat problems affecting customer service. 
The output of this process typically includes the emergency and unplanned change subprocess. This process should be 
examined in detail, including whether: 
■ Accountability is established where specific management is assigned the problem and each system has its own problem 

queue 
■ Emergency changes are first fully documented in this subprocess  
■ Certain requests associated with customer complaints are first documented and evaluated within this process before a 

formal system modification request is submitted 
■ Resolution, including post mortem performed on problem changes, is fully documented, includes a root cause analysis, 

and the means and methods of correcting the problem in a timely manner  
■ Problem tickets are closed by the manager responsible for resolution/system 

 
5.3 One-time Run Programs  
5.3.1 From time to time, programs are created and executed once based on a specific and unique business. For example, the need 

for these programs may include specific data management services. These programs should be subject to the same level of 
rigor, based on the risk of the program and on the integrity of the data and system availability, within the change process of 
any other program creation or modification. See section 7.3, Application of Controls Defined Within the Testing Program, for 
further refinement and application of these controls based on a risk assessment.  

 
5.4 Critical Control Over the Production Processing Environment 
5.4.1 A strong change control process may be instituted. However, the IS auditor should consider taking additional steps to make 

sure it is followed (e.g., programmers cannot bypass this process all together). The following are considerations for the IS 
auditor to validate compliance with the change control process, not just for large IS projects.  

 
5.5 Detective Control 
5.5.1 Despite all of the above controls, programmers are sufficiently knowledgeable enough to find ways to execute programs in the 

production processing environment outside or around the change control process. Accordingly, it is recommended that the 
computer operations or some independent group outside of the application development group monitor activities in the 
production processing environment to detect the execution of programs (e.g., jobs) by programmers (e.g., jobs where the user 
IDs that initiated them belong to a programmer). It is recommended that this detective control be instituted to protect the 
integrity of information.  

 
5.6 Preventative Control 
5.6.1 The IS auditor should review access to the production data files and databases to ascertain if update access is available to 

the programmers. In addition, there should be no compilers in the production environment, no access to source code in the 
production environment, and restricted access over application developers to source code checkout. 

5.6.2 Depending on the organisation, “read” access to generate business- and system-related reports might be an acceptable risk, 
if production service or computer operations preapprove these activities. However, strong preventive controls would prohibit 
the execution of programs in the production processing environment outside a job scheduler or some automated means that 
controls program execution (e.g., business programs are not typically started manually by a computer operator). The review of 
the creation of program execution setup within of the job scheduler (e.g., programs executed) should be the final step in 
auditing the change process, including verifying that all changes to the job scheduler are approved by production 
services/computer operations management.   

 
5.7 Risks Associated With a Poor SDLC Process 
5.7.1 Controls are applicable given the size of the IT group and organisation and the size and complexity of the individual changes. 

Accordingly, there is a need to create and adhere to a decision matrix where various controls are correlated to specific type of 
changes (e.g., strategic or large, small, tactical or emergency changes). This decision matrix should be approved by senior 
management of the organisation as this will provide the level of controls commensurate with the acceptable level of business 
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risks from program changes.  
5.7.2 A periodic review (IT self-assessment) of the SDLC is required to examine if the process is being followed or needs to be 

updated. If this control is not in place where the SDLC is updated continuously to seek process improvements for developing 
and implementation solutions, the IT group may not follow it or may not be efficient and effective in controlling risks.  

 
6. RECORDS  
 
6.1 Keeping Records 
6.1.1 Records should be in sufficient detail to support the findings and conclusions reached as a result of the audit.  
6.1.2 The retention of audit evidence supporting adherence to the change control process should be based on various factors, 

including the: 
■ Volume of information and associated cost of archiving it  
■ Regulatory requirements 
■ Importance of the change to the overall business needs 
■ Need for project documentation for later review to refine the SDLC process and manage personnel performance  

 
7 SPECIAL SDLC REVIEWS  
 
7.1  Scope of Reviews That Are Not Included in This Procedure 
7.1.1 Due to the unique nature of various software changes and the associated technical requirements, specialised SDLC review 

requirements, including identification of specific elements within the change process, are not included in this procedure. For 
example, the following area of software and hardware may be considered unique though a large portion of the following 
controls may be applicable:  
■ Web applications SDLC (e.g., for vulnerabilities such as cross-site scripting or SQL injection) 
■ Software source code reviews (e.g., review  software for malicious or fraud code) 
■ Business software for specialised technical systems (EFT systems) 

 
7.2 Testing Agreement 
7.2.1 There should be agreement on the type of change control testing to be carried out. This agreement may be based on or 

driven by common problems with software, such as the lack of adequate quality assurance or testing resulting in business 
disruptions, collectively with the cost/benefit of the change control process.  

 
7.3 Application of Controls Defined Within the Testing Program 
7.3.1 It is imperative for the IS auditor to balance the size of the project (level of effort needed) required completion timeline and 

criticality of the change with the appropriate level of controls to be applied in the process. Therefore, not all of the following 
suggested procedures may be applicable to all software changes, especially if the project is small. However, these controls 
should be discussed and evaluated with management to verify the associated risk of not having these controls in place.  

 
8. CHANGE CONTROL TESTING PROGRAM 

 
 Suggested Change Control Testing Procedures √ 

Define the scope based on the nature, timing and extent of the evaluation. A formal risk assessment 
from a business and regulatory perspective should be performed on the various software changes. 
Sample selection should be based strictly on risk values, which includes business environment, 
regulatory requirements, cost, benefits, IT environment effects, etc.  

 

Not all key controls apply to all software changes. Specifically, the size of the software changes may 
affect the level of rigor of documentation needed to evidence the quality review process. Create a 
decision matrix to identify the conditions where creation of documentation is required. The size of the 
organisation and complexity of the change may dictate the level of controls. However, the overall 
process must have adequate controls relating to segregation of duties and full testing prior to 
elevation of programs to the production processing environment.  

 

Ascertain if documentation is created that includes all outstanding problems/issues among the 
various SDLC phases. Verify that this listing of outstanding problems (e.g., punch list) is approved by 
senior IS management prior to moving to the next phase.  

 

Planning 
and 
Administra-
tion 

Include in engagement memorandum that this audit should not be relied upon to detect fraud, 
including malicious code, due to the exhaustive nature of a code review that may be required for 
many thousands of line of code could be cost-prohibitive unless the engagement specifically 
addresses this risk.  

 

Understand the design, development, testing documentation, standards, means and methods used 
by IS personnel. The IS auditor should be provided sufficient training and guidance by audit 
management to achieve this. 

 Skills 
Required 

Collaborate with the IS staff in evaluating specific information, including terminology and specific 
means and methods of achieving the control objectives.  
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 Suggested Change Control Testing Procedures √ 

The overall objective is for the organisation to establish a general project management framework to 
manage a project throughout the project’s life cycle. This framework should include, at minimum, the 
allocation of responsibilities, task breakdown, budgeting of time and resources, milestones, 
checkpoints, and approvals. 
 
Determine that a project management methodology framework is established for managing and 
monitoring the project. This framework should include, at minimum, the project scope, the allocation 
of responsibilities, task breakdown, time and resource budgeting, milestones, checkpoints, and 
approvals.  
 
Discuss project methodology with project manager and ascertain what SDLC methodology is being 
followed. If management has approved an SDLC methodology and policy requires use of the 
methodology, is this SDLC methodology being followed? If not, determine the reasons for not using 
the approved methodology. 

 

Validate that the methodology being followed includes the following items: 
■ Documentation of project scope and boundaries 
■ Allocation of responsibilities 
■ Task breakdown 
■ Time and resource budgeting 
■ Project milestones  
■ Checkpoints  
■ An approval process 
■ Risk assessment and mitigation procedures 
■ Communication management 

 

Business management (stakeholders/project sponsors) actively participates in the system 
development life cycle. Verify that business management: 
■ Reviewed and approved the business requirements and project scope 
■ Approved and is actively monitoring the project budget 
■ Receives project status minutes and/or participates in project status updates 
■ Is actively involved in critical problem resolution 

 

A project master plan is created to maintain control over the project throughout its life. Determine that:
■ A project master plan has been documented   
■ The project plan is consistent with the cost-benefit analysis, time estimates and project 

deliverables  
■ Management has approved the project plan 
■ The project manager periodically updates the plan to reflect changes in the project by obtaining 

copies of the project plan at different points in the project   
■ The plan includes those items referenced in the above methodology and the following: 

− Completion criteria and benchmarks 
− Critical path interdependencies  
− Anticipated start and completion dates for each task 
− Individuals assigned to each task 

 

A methodology is implemented to monitor costs incurred during the project. Determine that: 
■ A process has been implemented to monitor costs incurred during the life of the project. This 

process includes: 
− Procedures to capture all project expenses 
− A method to compare actual cost vs. planned costs  

■ This process includes: 
− Procedures to capture all project expenses 
− A method to compare actual cost vs. planned costs  

 

The basis for assigning members to the project ensures all affected areas have representation and the 
project team has an adequate knowledge base. In addition, the responsibilities and authorities of the 
project team members are defined. Determine:  
■ What criteria management followed to appoint members to the project team to ensure the 

project team has an appropriate level of technical and business expertise. If the appropriate 
level of expertise does not reside in-house, what provisions are being made for training and/or 
obtaining expertise?   

■ If the project team includes representatives from the areas affected by the project 
■ Whether the project plan clearly specifies the roles and responsibilities of each individual project 

team member   
■ If individual team members understand their roles and responsibilities 
■ Vendor or third-party roles and responsibilities are clearly defined, if applicable 

 

Project 
Method-
ology 
Framework  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Management representatives from both the business side and the IT areas are designated to approve 
the results of each phase prior to continuing work to the next phase. Determine: 
■ If representatives from the affected area have been designated to sign off on deliverables 
■ Whether the project plan contains provisions for approval of deliverables by the designated 

business, quality assurance (QA) and IT personnel 
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Quality assurance steps should be integrated into the project master plan and formally reviewed and 
agreed to by all parties. Assurance tasks support system accreditation and should assure that 
internal controls and security features meet related requirements. Determine that: 
■ QA steps have been integrated into the project plan by reviewing the project plan 
■ The quality assurance process includes steps to review the project deliverables at strategic 

points of the development to provide reasonable assurance that the end results will meet or 
exceed: 
− Business requirements 
− Legal requirements 
− Organisation standards 
− Security standards 
− Internal control requirements 
− Reliability requirements 
− Performance standards 

■ The QA plan includes provisions for: 
− Issue tracking and logging 
− Change/defect tracking and logging 
− Development of a master test strategy 

 

Formal project risk management should be established to identify, eliminate or minimise risks 
associated with the project. Determine: 
■ Whether the project team has identified and documented risks associated with the project 
■ Whether there has been a review of project status reports for adherence to risk management 

process and issues management 
■ What steps have been taken to mitigate known project risks by interviewing the project manager 
■ Whether risks have been clearly communicated to management 

 

A process should be in place to provide reliable and timely reporting on the project status to 
management. This reporting mechanism should also include reporting of discrepancies from plan and 
problems encountered. Determine: 
■ How project status is assessed. Based upon the IS auditor’s knowledge of the project, review 

the status reports and/or attend status meetings to determine if this assessment mechanism is 
adequate to give an accurate status of the project to management. Verify that discrepancies 
from plan and problems are also reported.  

■ The method and the timing of project status reporting to management. Is the reporting 
mechanism adequate to provide management with reliable and timely information?   

■ Whether there are thorough interviews, whether management receives and reviews status 
reports and/or attends status meetings and follows up on action items, and whether the 
reporting mechanism used by the project team provides them with adequate information 

■ Whether changes in the project plan and/or discrepancies from the plan are reported and 
whether management is involved in problem resolution 

 

Project 
Method-
ology 
Framework  
(continued) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Processes should be established to ensure close co-ordination and communication among all parties 
involved in the project. Determine: 
■ If all members of the project team are involved in project meetings at the appropriate level and 

whether representatives from IT, QA and business areas attend the project meetings 
■ What formal communication channels have been developed. Through discussions with the team 

members, determine if the communications appear to be timely and effective.   
■ If project documentation is maintained and available to all appropriate individuals. Verify that 

only authorised individuals have the ability to modify this documentation.  
■ Whether the following documentation (as appropriate) is available:  

− Project scope and deliverables  
− Cost benefit and feasibility studies 
− Risk analysis 
− Project organisation chart 
− Project status 
− Project plan  
− User requirements 
− Design specifications 
− Issues log and resolutions 
− Test strategy  
− Conversion approach 
− Implementation plan 
− Training plan 
− Post-implementation review 

■ If the project team is dealing with a vendor or other third party, communication channels have 
been implemented to provide reasonable assurance that communications between the third 
party and the project team are effective. 
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A process should be established to identify and report issues for corrective action. Determine: 
■ If procedures exist to identify, measure and correct issues/problems 
■ What mechanism is in place to provide reasonable assurance that issues are resolved in a 

timely manner by the appropriate person  
■ If a mechanism exists to escalate critical issues to management in a timely manner 
■ Whether management reviews and approves solutions to issues/problems 

 Project 
Method-
ology 
Framework  
(continued) 
 Determine that all exceptions are documented and reported to management for corrective action. 

Documentation of remediation should be included in the audit workpapers.  
 

The overall objective is that the organisation should utilise a methodology to identify and prioritise 
projects in line with the operational plan. Determine that the methodology used includes a process to 
evaluate the business requirements, project costs, potential risks and projected benefits. In addition, 
the listing of software change requests should be centralised and should highlight their sources, 
including business owner from additional strategic functionality, help desk (e.g., problem tickets), 
tactical enhancement (day-to-day minor changes), etc.  

 

Representatives from affected business areas and IT areas should participate in the definition and 
authorisation of a project. Determine if: 
■ The team established to evaluate the project includes representatives from all affected business 

areas and IT areas 
■ These representatives have the required business knowledge and/or technical knowledge to 

perform this assessment. Determine if subject matter experts are used to supplement team 
knowledge when necessary.   

 

The nature and scope of the project should be clearly defined in writing for management approval 
before the project is initiated to help ensure that the project meets business requirements and strategic 
direction. Determine whether: 
■ The project request came from an authorised source and the request is consistent with the 

business strategic direction 
■ High-level business and operational requirements (e.g., availability expectations) have been 

defined for the project, including:   
− Expected benefits and/or business rationale 
− High-level business requirements 
− Identification of business areas and systems expected to be affected by the project 
− Expected customer base 
− System availability considerations 
− Expected system volume 
− Expected response time 
− Recovery expectations 
− Usability requirements 
− Legal and other compliance requirements 

■ The project scope is clearly defined and the project scope documentation defines the project 
boundaries and specifically defines what should be included in the project and what should not 
be included. 

■ Project requirements have been evaluated to provide reasonable assurance that they support 
the strategic direction of the business unit as well as the strategic direction of the company. 

 

Alternate solutions satisfying the business requirements should be identified to help ensure that the 
optimal solution is selected. Determine if:  
■ A process was followed to provide reasonable assurance that all possible solutions to the 

business problem were identified for consideration  
■ The following solutions have been considered: 

− Enhancements to the current system 
− Manual solutions and/or workarounds 
− Vendor solutions 
− In-house design and development 

■ Each solution has been evaluated for how well it might support the business requirements 
■ Conclusions about each of the identified solutions have been documented and if those selected 

for further research and analysis are identified  

 

Project 
Initiation 
(Request 
and 
Approval) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The feasibility of each alternative should be evaluated as a basis for the decision to proceed with the 
project. Determine if: 
■ A feasibility analysis was performed on each proposed solution and the results of this study 

were documented for management 
■ The feasibility study included the availability of critical personnel, including:  

− Business personnel  
− QA personnel 
− Technically proficient development staff 

■ The time frame required to implement the solution is within the time frame specified by the 
project requirements 

■ The software and hardware have been analysed to provide reasonable assurance of the 
following: 
− Current technology will support the project. 
− The organisation will support the technology. 
− The technology is in line with the organisation’s technical strategy and architecture. 
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The costs and benefits associated with each alternative should be evaluated as a basis for the 
decision to proceed with the project. The costs and benefits should be examined in monetary and 
non-monetary terms. The monetary cost savings and benefits should be measurable, attainable and 
verifiable. Determine whether: 
■ A cost-benefit analysis has been performed on each proposed solution and that the results have 

been documented for management  
■ The cost benefit analysis includes all direct, indirect, declining and reoccurring costs: 

− Labor costs, including infrastructure and operations personnel, doing-business-as (DBAs), 
developers, QA and business personnel assigned to the project  

− Annual license and contract fees 
− Costs associated with the installation of upgrades to maintain hardware and software at 

current levels and/or performance of system maintenance over the life of the system 
− Hardware costs (including depreciation) 
− Training 

■ The cost-benefit analysis includes benefits of the project, including: 
− Time savings 
− Labor savings 
− Hardware and/or operational savings 
− Anticipated increases in income due to business benefits (i.e., new business, increased 

customer base)  
■ Observe the computed ROI and payback for this initiative to determine whether the costs and 

benefits identified appear reasonable, measurable and attainable. Determine if the calculations 
appear reasonable. Has the cost-benefit been projected over the realistic life of the system (i.e., 
five years) and does it include technology obsolescence? 

 

Risk management is performed to identify, eliminate or minimise risks associated with the project. 
Determine if: 
■ A risk assessment was completed for each possible alternative and if project assumptions and 

project risks have been documented and communicated to management 
■ Management has developed possible solutions to mitigate known risks 

 

The project should be approved and endorsed by an appropriate level of management to ensure that 
resources are allocated to the project. Determine if management has: 
■ Reviewed the project documentation and understands the scope, feasibility, cost benefit and 

risk of the project 
■ Approved the budget for the project and if this approval contains checkpoints for re-evaluation 

as the project progresses  
■ Taken ownership and accountability for this project  

 

Project 
Initiation 
(Request 
and 
Approval) 
(continued) 
 
 

Determine whether all exceptions are documented and reported to management for corrective action. 
Documentation of remediation should be included in the audit workpapers. 

 

The overall objective is that the organisation should utilise a methodology that ensures business 
requirements are defined and documented to support overall project objectives.   

 

Appropriate personnel should participate in developing business requirements. Verify whether: 
■ All business areas affected by the project are involved in defining business requirements 
■ Personnel have an adequate knowledge base to define the business requirements 

 

Business requirements are clearly documented and are accurate, complete and current. Verify 
whether: 
■ The project team has addressed all business requirements.   
■ The project or IT manager has called a cross-functional meeting with other IT areas and 

business owners to evaluate the effect of the software change to their functional duties. There 
should be minutes to these meetings and the effects should be injected in the requirements and 
design. Without this requirement/control, other business units may be negatively affected or loss 
design efficiencies can result.   

■ Business requirements have been documented and include: 
− Functional/technical process requirements  
− Legal requirements 
− Security requirements 
− Interface requirements 
− Timing and response time requirements 
− Reporting requirements 
− Input requirements 
− Audit requirements 

■ The project team has ensured that the final business requirements are communicated to users 
and management 

■ Business risks have been identified and addressed in the business requirements 

 

Business 
Require-
ments 
Definition 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Problem management issues should be identified, logged and resolved. Determine: 
■ What method is used to capture and log issues identified during business requirements 

development 
■ Whether issues have been analysed and resolved 
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A methodology should be used to ensure that all potential vendor products are considered and 
evaluated against the business requirements. Determine: 
■ Whether a method of assessing the potential vendors and products has been developed 
■ What analysis of vendor financial stability was done 
■ How customer satisfaction with vendors was assessed 
■ Whether the request for proposal (RFP) process was logical and based on product, price, 

technical platform, reliability, vendor reputation and conformance to business requirements 
■ Whether vendor responses to the RFP were evaluated against common criteria (i.e., the 

business requirements) 

 

Vendor relationship and contracts should be appropriately managed. Verify whether: 
■ The vendor contracts have been reviewed by legal 
■ Contracts with third parties were reviewed and approved by the vendor and business 

management 
■ The contract includes the following: 

− Specific measurable deliverables 
− Payment schedules 
− Penalties for late delivery or non-delivery of product 
− Specific responsibilities for technical and user documentation and training 
− Definitions of modifications to be made to the software, if any 
− Clear delineation of change management criteria 
− Definition of what is included in the scope of contract and what is outside of the contract 
− Specifications of what activities or work are subject to additional charges beyond the 

contract, and how those charges will be billed (flat rate, time and materials, etc.) 
− System maintenance obligations, update frequency and payment fees 

■ The contract provides for source code escrow 
An appropriate confidentiality agreement is included 

 
A formal review and sign off of business requirements should be performed. Determine whether: 
■ The formal review occurred and results were documented 
■ Participants in the formal review process represent all facets of the business area, such that all    

business requirements can be fairly assessed 

 

Review the IT strategy/policies to understand the objectives of software change (i.e., in-house 
development, third-party solutions, best of breed, no customisations) to provide reasonable 
assurance that the audit is focused appropriately and the IS auditor is looking for the right controls. 

 

Business 
Require-
ments 
Definition 
(continued) 
 

Determine whether all exceptions are documented and reported to management for corrective action. 
Documentation of remediation should be included in the audit workpapers. 

 

The overall objective is that the system design is fully defined and documented, and final 
specifications are reviewed and approved prior to full-scale development to provide reasonable 
assurance that the specifications meet the user requirements. 
 
Note: It is suggested that a team consisting of both IT and business internal auditors complete this 
section. The auditors should identify business risks inherent to the application being designed. The 
system design documentation should be reviewed to provide reasonable assurance that controls to 
address these risks have been designed during this phase.   

 System 
Design and 
Develop-
ment  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A process should be implemented to ensure that design specifications are documented in sufficient 
detail to ensure that they are adequately communicated to the developers. Determine: 
■ If design specifications are thoroughly documented. Detail specifications should include, but are 

not limited to: 
− System security requirements 
− System flow diagrams 
− System hardware specifications and design requirements 
− Screen specifications (including screen edits and security scenarios) 
− Interface definitions (including completeness and edit checks) 
− Files/database design 
− System update, calculations and processing requirements 
− Historical data storage and conversion 
− Report specifications (including frequency and print location) 
− Source document requirements 
− Program specifications 
− Internal and external system interfaces 
− System/application audit requirements 

■ Whether manual procedures are designed and documented in conjunction with the system 
design to provide reasonable assurance that: 
− Adequate segregation of duties can be maintained 
− Adequate approval processes are developed 
− Error correction procedures are designed 
− System balancing procedures are developed 
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Appropriate personnel should be involved in the design specification process. Determine whether: 
■ Personnel involved in design specifications have an adequate knowledge base and disciplines 

(i.e., business subject matter expert, database administrator, network technician) 
■ A representative from each area affected by the system is included during the design process 

 

A process should be implemented to identify, record and resolve issues that arise during detail 
design. Determine: 
■ Whether a process has been implemented to track issues arising during detail design 
■ Whether the appropriate people are involved in issue resolution 
■ Whether resolutions are documented and appropriately communicated to the entire team, 

especially program developers who must implement changes 
■ If the resolution is reviewed to provide reasonable assurance that business needs are still met 

and resolutions are within project scope 

 

A procedure for managing source documents should be designed. Determine if: 
■ The source document management design includes: 

− Retention technology 
− Retention practices 
− The ability to retrieve source information  
− A process to verify completeness and accuracy 

■ The process designed to receive, approve and input source document information provides an 
adequate segregation of duties 

■ The source documentation handling process, as currently designed, complies with legal 
requirements 

 

Manually entered data methods should be defined, documented and validated. Determine whether: 
■ Input specifications include edits on input data 
■ Procedures have been designed to detect, report and/or correct errors 
■ The project team has developed a standard for screen presentation, to provide reasonable 

assurance that: 
− The same look and feel throughout the system 
− Common functionality, such as consistent organisation logo/branding, function keys, page 

up/page down methods and scrolling 
− Screens have been reviewed for usability and “user friendliness” 

■ Online user help has been included in the system design 

 

Processing requirements for system interfaces (both input and output) should be defined and 
documented. Determine whether: 
■ Rules/procedures are documented to balance and reconcile results from one 

program/job/interface to the next 
■ If system design includes modifications to existing systems/interfaces, these modifications are 

reviewed and approved by the appropriate people from those systems affected by the new 
system 

■ Policies and procedures have been designed for problem escalation and resolution of interface 
failure 

 

Data definitions and requirements should be defined and documented. Determine: 
■ Whether project specifications include information on file formats, data dictionaries and data 

flow diagrams 
■ Whether the following have been defined for each file/database included: 

− Data storage requirements 
− Back-up strategy 
− Security requirements 

■ If a database expert is needed/required. Verify with the database administrator that the overall 
database design has been evaluated for data redundancy and data integrity. 

■ If data conversion is anticipated and if a conversion strategy has been designed, documented 
and includes: 
− A review of the data in the source system to they are complete and accurate 
− A process for management to verify that electronically converted information is complete 

and accurate, utilising edit checks, referential integrity checks, record counts and hash 
totals 

− A process for management to verify that data are complete and accurate, if the new system 
data will be entered manually 

■ If the application is a vendor package that requires the entry of data-specific parameters to 
control the functions of the software, whether the selected parameters have been documented 

 

System 
Design and 
Develop-
ment  
(continued) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Processing, updating and maintaining standing data should be defined and documented. Verify 
whether: 
■ Business rules, requirements and workflows have been defined 
■ Detail program specifications have been developed and agree with the business specifications 
■ Balancing procedures have been designed to provide reasonable assurance that standing data 

are maintained correctly (i.e., Internal balancing routines) 
■ Business owner signs off on standing data reports to ensure that they are complete 
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Business output requirements should be defined and documented. Determine whether: 
■ Design specifications include documentation of output files and formats, reports, and documents 

(i.e., checks or organisation statements). Verify whether the following have been addressed: 
− Output frequency 
− Security over output 
− Printing location and distribution 

■ Rules to balance/reconcile output results have been defined 
■ Procedures to recognise, monitor, report and correct error/problems have been defined 

 

System architecture requirements should be defined and documented. Verify whether: 
■ System personnel have considered all transaction volumes, number of users, expected 

response time and overall performance in the architecture design 
■ The architecture is consistent and compatible with the organisation infrastructure 
■ Other constraints have been considered, such as: 

− Reporting requirements 
− Batch cycles 
− Back-up requirements 
− Feeds to and from other systems 
− System availability requirements 
− System and hardware maintenance 
− System growth (volume of transactions and users) 
− System maintenance and cyclical upgrades 

■ The system architecture is compatible with the database and program design 

 

A strategy for implementing security over the system and application resources should be designed 
and documented. Verify whether: 
■ Logical and physical security over hardware and system software have been designed and 

documented 
■ Logical security over source and object code has been designed and documented 
■ Logical security over application files/databases has been designed and documented 
■ Functional application security has been defined and provides an adequate segregation of 

duties 

 

A quality assurance process should exist to review the system design. Review the system design to 
determine whether: 
■ Adequate audit trails have been designed into the system 
■ Internal controls are designed to minimise and/or eliminate identified business risks 
■ Adequate balancing, reconciliation and error routines have been designed to provide 

reasonable assurance that the completeness and accuracy of system data 
■ The system, as designed, will conform to legal requirements 
■ The system, as designed, will conform to organisation standards, including the security policies 

and infrastructure standards 
■ The design addresses any control weaknesses in the prior business solution 

 

Final specifications should be reviewed to provide reasonable assurance that system design 
specifications meet the business requirements and are approved by management, end-user 
representatives and areas affected by the project. Verify whether: 
■ The development team and the business area have thoroughly walked through the design to 

provide reasonable assurance that it is complete and meets all business requirements 
■ System design specifications are reviewed, understood and approved by business management

 

Procedures should be developed to manage source code and object code in the development 
environment. Determine: 
■ If a procedure exists for managing source code   
■ If a strategy has been developed and documented to coordinate source code management and 

version control (e.g., version control tool) through the development and testing phases 
■ How the vendor will manage source code and determine how updates to object code will be 

managed by the project team if application is a purchased system 
■ That only those with a business need have access to production libraries where application 

source and stored procedures reside. In addition, if the software changes require changes to the 
database structure, provide reasonable assurance that access to database triggers are secured 
and are part of this SDLC process, including version control. 

 

System 
Design and 
Develop-
ment  
(continued) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A test environment/infrastructure should be designed and developed. Determine: 
■ If a test environment has been designed and built to support testing of the new application 
■ Whether this environment is a copy of the anticipated production environment. If this 

environment is not a duplicate of the anticipated production environment, identify the differences 
and what effect these differences might have on the validity of testing results. 
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Standards for system and program documentation should be recorded and communicated to IT staff 
and enforced. Verify: 
■ Whether procedures/standards for creating, maintaining and storing documentation have been 

established. Review any documentation created so far (i.e., flowcharts, data flow diagrams, data 
dictionaries and record layouts). 

■ That source code documentation standards provide reasonable assurance that programs are 
self-documenting and enforced 

■ That the project plan includes time frames dedicated to documentation 
■ If the application is a purchased system, what documentation will be provided/maintained by the 

vendor. Determine who will maintain documentation of customised code changes. 

 System 
Design and 
Develop-
ment  
(continued) 

Determine whether all exceptions are documented and reported to management for corrective action. 
Documentation of remediation should be included in the audit workpapers. 

 

The overall objective is that a testing methodology is defined, documented and executed to provide 
reasonable assurance that the developed solution meets the defined business requirements, meets 
technical requirements, handles the expected transaction volume and response time, produces 
accurate results, and operates reliably. 

 

A test plan/methodology should exist for managing and monitoring the testing effort to provide 
reasonable assurance that the system functionality is fully tested. Determine: 
■ Whether the test plan exists and is documented 
■ If a schedule for completing the testing is developed and documented 
■ If test criteria are clearly defined and documented 
■ If complete test cases have been developed, defined and documented. Ascertain if there is a 

cross-reference matrix (e.g., traceability matrix) that matches each specific requirement in the 
formal, detailed and documented “requirements document” generated and/or signed off by the 
business owner and the actual test plans. If this cross-reference matrix does not exist, obtain 
support and documentation from management in how they would verify that all requirements are 
being tested.  

■ Whether the test plan defines who is reviewing and approving test results 
■ Whether procedures for issues/problems resolution exist and are reasonable 
■ Whether entry and exit strategy is tested 
■ Problem resolution and turnaround time for incidents identified during testing 

 

The test plan is completed prior to the start of testing. Review the test plan to determine whether: 
■ The test plan adequately addresses all functionality (i.e., business requirements) of the 

application. The test plan should include: 
− Data entry 
− Editing (positive and negative reporting) 
− Reports (including printing and distribution handling) 
− Updates, calculations and processing 
− Error handling and reporting 
− Interfaces 
− Security functions 
− Controls to provide reasonable assurance that data are complete, accurate and non-

redundant 
− Application audit trails and system checks 

■ Technical components are considered in the test plan, including: 
− Performance testing 
− Stress testing (including printing) 
− Volume testing (normal and highest predicted volumes at peak times) 
− Network stability 

■ Management simulates testing in a production or production-like environment 
■ Management monitors the testing process to ensure the testing methodology is followed 

 

Testing  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A procedure should be in place to manage changes (including error correction) throughout the testing 
process. Determine: 
■ What procedures have been implemented to control errors/change management/problem 

resolution 
■ The methods to identify, report, monitor and track problems 
■ Whether management is involved in the problem resolution escalation and changes that may 

affect the scope or functionality of the system 
■ Whether problems are being tracked according to the methodology defined 
■ Whether standards are in place to address changes 
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A procedure should be in place to manage software to provide reasonable assurance that versions of 
programs are appropriately managed. Verify: 
■ Whether testing libraries are established and that programs to be tested are stored there 
■ Who has access to testing libraries for adding, deleting and changing programs 
■ Whether procedures for managing software and code asset management (CAM) are being 

followed 
■ Whether changes to programs by multiple users are managed so as to not overlay code 

completed and tested by other programmers 
■ Whether a method exists to provide reasonable assurance that coding changes reintroduced 

into the test environment are controlled and fully retested 
■ Whether all functionality is retested when coding changes are implemented 

 

A separate test environment should be established. Determine: 
■ What testing environment has been created to provide for all phases of testing, including: 

− Baseline 
− Unit 
− System 
− Integrated 
− Parallel 
− Regression 
− Acceptance  

■ What provisions have been made for testing with internal and external systems 
■ Whether the test environment is adequate to provide full volume testing to mirror the live 

production environment 
■ Whether the technical components of the test environment provide for performance testing, 

stress testing (including printing), volume testing (normal and highest predicted volumes) and 
network stability 

 

The level of testing requirements should be assessed, and coverage should be appropriate to this 
assessment. Determine how changes to the test cases are introduced, documented and tested, and 
verify whether: 
■ Individuals from all affected business areas are represented in testing, from developing test 

cases to reviewing and approving test results 
■ The project team ensures all possible system functions, transactions, data combinations and 

error scenarios are included in testing 
■ Month-end, quarter-end and year-end processes and data requirements are included in testing 
■ All test cases and expected outcomes are documented 
■ All test cases are tied to the business requirements and all business requirements have test 

cases 
■ The integrity of test data is maintained throughout the testing process 
■ A method to track testing discrepancies and subsequent resolutions is in place 
■ Any exception process functions are included in test cases 

 

Logical and physical security requirements should be included in the test plan. Determine: 
■ That physical and logical security functions are defined and in place for the testing phase 
■ Who manages security during the test phase 
■ That the security in place for testing includes access to screens, functionality, data and reports 

 

Process and procedures should provide training on new systems so users can actively participate in 
the testing. Determine: 
■ If the vendor will provide the training to the end users, as defined by the test plan, within the 

time frames specified in the plan 
■ Whether training for in-house developed systems has been developed 
■ Whether training material is distributed to end users 
■ Whether training is delivered to end users in a timely manner to allow active participation in the 

testing activities 
■ Whether project team management ensures that training is adequate and appropriate by 

obtaining feedback from end users and taking corrective action as appropriate 

 

A process should be in place to define and conduct final acceptance testing and obtain management 
signoff. Verify: 
■ If all testing was completed, based on the test plan 
■ Whether test results are/were reviewed and approved by management, as indicated in the 

project plan/test plan 
■ Whether contracts with third parties were reviewed and approved by both the vendor and 

business management 
■ Whether all test results are approved and signed off by appropriate management 

 

A process should be in place to ensure performance sizing (optimisation) is conducted to forecast the 
human resources required for operating new and significantly changed software. Determine: 
■ Whether the project plan includes a training phase 
■ If0 end users can handle the workload (too much work, need to hire more staff) if a process 

exists to monitor performance  
■ If procedures exist for updating manuals and/or online help facilities 

 

Testing 
(continued) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Document all test results. Verify that all test results are documented, including expected results, 

actual results and corrective action taken if needed. 
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Testing 
(continued) 

Determine whether all exceptions are documented and reported to management for corrective action. 
Documentation of remediation should be included in the audit workpapers. 

 

The overall objective is for implementation of the system to be established and executed according to 
plan to provide reasonable assurance of the successful transfer into the production environment. 

 

Training and system documentation should be completed prior to implementation. Determine that: 
■ Users have been trained and are aware of their new responsibilities prior to implementation  
■ Adequate reference material is available to users, operations personnel and programmers, 

including: 
− User manuals, which may include business rules and processing, balancing and 

reconciliation procedures, input processing, error correction procedures and, a summary of 
system output and disposition 

− Operations manuals, which may include abend procedures, backup schedule, batch 
schedule, interface listing and procedures, on-call lists, and escalation procedures 

− Programmer manuals, which may include listing and descriptions of programs, screen 
layouts, file/database descriptions, flowcharts and job listings/schedule   

 

Service level agreements and operational requirements should be defined and developed prior to 
implementation. Determine: 
■ If vendor or in-house service level agreements and/or operational requirements are agreed to 

before implementation 
■ Whether the following operational needs have been addressed prior to implementation: 

− Help desk support (vendor or in-house) 
− Disaster recovery and business continuity planning 
− Change management (vendor or in-house) 
− Backup schedule 
− Batch scheduling (if applicable) 
− Interface scheduling (if applicable) 
− Routine and periodical hardware and system software maintenance 

 

An implementation plan should be documented, communicated and approved. Determine: 
■ If a step-by-step cutover plan has been developed prior to implementation. Verify that this plan 

contains all tasks required to implement the system, including task timelines, task inter-
dependencies and the person assigned to complete each task. 

■ If the implementation is phased, how management ensures the phases are completed and 
approved prior to starting the next implementation phase 

■ Whether representatives from all affected areas have been involved in the development of the 
plan and that the plan includes tasks for all affected areas (affected business areas, production 
control, system software and network engineers, and database administrators). This review 
includes an evaluation of the release management process to provide reasonable assurance 
there are no conflicts with other changes, such as interacting systems or infrastructure 
elements.  

■ Whether the plan has been communicated to all affected business and technical areas 
■ Whether management has approved the plan 

 

A methodology to approve and communicate the go-live decision should be developed. Determine: 
■ Whether management ensures the system is ready for production 
■ The procedure for the decision to go-live, including who is responsible for making the final 

decision 
■ Whether a method has been implemented to provide reasonable assurance that all affected 

areas are notified of the go-live decision 

 

A procedure for communication and resolution of implementation issues should be documented and 
communicated to all affected parties. Verify that a: 
■ Plan for communication and resolution of implementation issues has been documented and 

communicated to all affected parties (i.e., implementation help desk, escalation procedures and 
call trees) 

■ Mechanism for addressing implementation problems has been developed to provide reasonable 
assurance that production processing is minimally affected in the event of problems 

■ Back-out strategy has been developed and documented. Verify who is responsible for 
implementing the back-out strategy decision and if the criteria for implementing back-out has 
been documented. 

 

Implement-
ation  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A procedure for cutover/conversion of production data should be developed, documented and 
approved. Verify that: 
■ The cutover of data is documented as part of the implementation plan 
■ Management will verify that cutover has not affected the data, and that the new and old systems 

have processed accurately, completely and non-redundantly 
■ The data cutover process will provide reasonable assurance that all data have been converted 

accurately and completely. If errors and/or data fall-outs are to be entered manually, determine if 
the method assures that all errors are accounted for and the system is balanced/reconciled after 
entry of errors. 
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A procedure to migrate the system code from final acceptance to the production environment should 
be developed. Determine: 
■ Whether a procedure exists to migrate the system code from final acceptance to the production 

environment 
■ If the final acceptance and production environments are secured 
■ Whether the corporate code asset management process is utilised 

 Implement-
ation 
(continued) 
 
 

Determine whether all exceptions are documented and reported to management for corrective action. 
Documentation of remediation should be included in the audit workpapers.  

 

The overall objective is that a post-implementation review should be performed to ascertain whether 
the project has satisfied user expectations, budget and time frame. In addition, post-implementation 
review would include: 
■ Process integrity—application of internal business controls within the system 
■ Application security 

 

Management should consider conducting a post-implementation review to verify adherence to the 
project plan. Determine whether: 
■ A post-implementation review has been performed. Verify that this review covered:  

− Comparison of budget to actual and an explanation of variances 
− Comparison of initial planned timeline to actual development timeline and an explanation of 

the variance 
− Comparison of original scope to scope of system delivered and an explanation of the 

variance 
■ ‘Lessons learned’ and ‘what worked well’ have been documented or, at minimum, discussed by 

the project team to help future project teams from repeating mistakes 

 

Management should review the extent to which the implemented system has achieved the project 
objectives. Determine: 
■ The method that management is using to obtain feedback about the success/failure of the 

system 
■ How management is measuring whether projected benefits of the system are being realised 
■ If differences between expectations and the final system deliverables are noted, how 

management intends to investigate and reconcile these differences 
■ How satisfied the users are with the system. If the users are dissatisfied, determine the reasons 

for their dissatisfaction (i.e., screens are not user friendly, slow response time, lack of adequate 
training). 

 

Procedures should be in place to monitor and address post-implementation issues. Determine: 
■ If a procedure has been implemented to track, prioritise and resolve post-implementation issues 
■ Whether users have adequate resources to resolve problems (i.e., help desk, system experts 

within their area)  
■ Whether training for end users was appropriate, enabling users to successfully use the system 

 

A methodology should be in place to transition from system development to system 
maintenance/production support. Determine: 
■ If procedures are in place to track and prioritise requested application enhancements (e.g., 

problem/help desk tickets, formal project submission, including executive management approval 
for large projects) 

■ If a process has been established to mange source code 
■ Whether security privileges that may have been necessary to develop and implement the 

system will be revoked in a timely manner 
■ If the package is a vendor package, whether vendor maintenance services are clearly defined 
■ Whether problem/help desk tickets are closed on a timely basis (e.g., within 48-72 hours of an 

emergency change) with root cause analysis. In addition, trend analysis of problems regarding 
the application changes may be appropriate. 

 

Management should monitor the performance of the new system until all cyclical activity has 
processed successfully at least once. Verify whether management is reviewing performance reports, 
including: 
■ Response time 
■ Transaction volume 
■ Errors 
■ System availability 
■ Vendor performance 

 

Postimple-
mentation 
Review 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Determine whether all exceptions are documented and reported to management for corrective action. 
Documentation of remediation should be included in the audit workpapers.  

 

Unplanned 
Emergency 
Change  
 
 
 
 

The overall objective of emergency changes is for the times when they are required to resolve 
system problems and enable critical processing to continue. IS auditors should review the existence 
of and adherence to procedures that provide reasonable assurance emergency fixes can be 
performed without compromising the integrity of the system. Determine:  
■ The emergency change process and document it 
■ Whether emergency changes are appropriately documented and approved   
■ If emergency changes are ultimately tested and reviewed by a change control board prior to 

making the changes permanent 
■ What the process is for using and monitoring emergency change user IDs 

 



 

Business Application Change Control Procedure Page 19 

 Suggested Change Control Testing Procedures √ 

There may be times when emergency changes are required to resolve system problems and enable 
critical processing to continue. Verify whether procedures exist to provide reasonable assurance that 
emergency fixes can be performed without compromising the integrity of the system by: 
■ Performing a walk-through of the emergency change control process to confirm an 

understanding of the process 
■ Documenting the help desk responses to emergency conditions that may require programming 

changes 
■ Ascertaining if these changes were processed through the change control process  
Management of controls includes the emergency change process, which should be managed so 
there is an approval to bypass the standard change process. Verify whether: 
■ Activities occurring during the emergency change are logged and reviewed by management 

with application development and security services groups (e.g., due to the powerful user IDs 
granted to the programmer to complete the emergency change for resumption of system 
availability) 

■ Upon resumption of the system for use by the customer, the programmer’s access to the 
production environment is removed, a full post mortem is completed with root cause analysis, 
and full regression testing is performed to ascertain if the emergency program fix affected other 
system elements (e.g., database, interfacing applications, other applications within the same 
suite where the change occurred)  

■ The programming fix is executed from a controlled program library that is backed up and 
retained with it source code for a required period of time based on the business and legislative 
risk of the change 

Verify that all emergency changes with the associated root cause are reviewed by senior IS 
management on a timely basis.  
Audit trails and logs are created to document the emergency at the time of the occurrence. Verify 
whether: 
■ The emergency is fully documented in the problem management system (e.g., help desk) with 

a high severity, indicating immediate programming modifications are required  
■ This problem management process includes audit evidence from at least one business owner 

that a severe business system disruption has occurred or business information has been 
corrupted. Verify that notations are made in the problem management system, including the 
time and date when the emergency change/fix was completed.  

Depending upon the size of the IS organisation, programmers may be able to submit emergency 
programs. If programmers cannot use their standard method of access used in the development 
environment to change elements in the production processing environment, verify that the 
programmer must obtain an emergency user ID, under control of production services/computer 
operations or security services (e.g., a group independent of the application development group) to 
access the production environment.(e.g., programming library).   

Determine whether activities occurring during the emergency change are logged and reviewed by 
management with application development and security services groups (e.g., due to the powerful 
user IDs granted to the programmer to complete the emergency change for resumption of system 
availability). The password for the emergency user ID should be reset by security services to prevent 
re-use without the appropriate approval.  
Verify that the programmer’s access to the production environment (program and data libraries and 
databases) is removed after resumption of the system by the customer. 
Review corrective controls to prevent reoccurrence of the change. Verify whether: 
■ A full post mortem is required and completed, including the identification of a root cause 

analysis 
■ As a result of the post mortem, additional preventive controls are instituted, if applicable (e.g., 

additional management controls over testing may be needed if the root cause was deemed to 
be the lack of adequate testing of a prior change). There typically is a high correlation of 
system outages and a weak change control process to the production environment.  

■ The adequacy of and adherence to procedures to verify that subsequent (e.g., after the 
emergency change was completed) required and completed full regression testing  to ascertain 
if the emergency program fix affected  other system elements (e.g., database, interfacing 
applications and other applications within the same suite where the change occurred) 

Review controls over the execution of the emergency programs, including:  
■ Verify programming fixes are executed from a controlled program library that is reviewed by 

production control group. Verify that all applicable system logs are reviewed by production 
control to provide reasonable assurance that only those changes related to emergency change 
were made.  

■ Program libraries where emergency programs reside (both source and load) are backed up 
and retained with it source code for a required period of time based on the business and 
legislative risk of the change. 

■ Where practical, all emergency fixes are required to be submitted (executed) in the production 
process environment by computer operations personnel rather than the programmers. 

Unplanned 
Emergency 
Change  
(continued) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Determine that the integrity of baseline management is maintained by reviewing the baseline 
management process to ascertain if emergency program changes, which will be permanently part of 
the baseline, are included to avoid overwriting of the emergency change and immediately preceding 
program modifications (to be elevated into the production environment).  
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Unplanned 
Emergency 
Change  
(continued) 
 

If a formal process is in place where a emergency change request is required, verify whether: 
■ An audit trail exists, including a standard change request form requiring documentation of a 

business need (for the emergency, unplanned and override change), install plans and back-out 
plans for the unplanned changes on a change record  

■ There is an adequate retention period for change request forms   
■ There is a reconciliation of these changes to a problem record (ticket) as part of the follow 

review 
■ Change record documentation requires specification of risk (severity) level justifying the change 

to be completed bypassing the standard process  
■ Business owners' (at the appropriate level of management) approval is required for these 

changes after the fix is made 

 
9. EFFECTIVE DATE  
9.1 This guideline is effective for all information systems audits effective 1 October 2006. A full glossary of terms can be found on 

the ISACA web site at www.isaca.org/glossary. 
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