
 

 

IS AUDITING GUIDELINE 

 
 
 
 
The specialised nature of information systems (IS) auditing and the skills necessary to perform such audits require standards that apply 
specifically to IS auditing. One of the goals of ISACA® is to advance globally applicable standards to meet its vision. The development 
and dissemination of the IS Auditing Standards are a cornerstone of the ISACA professional contribution to the audit community. The 
framework for the IS Auditing Standards provides multiple levels of guidance: 
• Standards define mandatory requirements for IS auditing and reporting. They inform: 

– IS auditors of the minimum level of acceptable performance required to meet the professional responsibilities set out in the 
ISACA Code of Professional Ethics  

– Management and other interested parties of the profession’s expectations concerning the work of practitioners 
– Holders of the Certified Information Systems Auditor™ (CISA®) designation of requirements. Failure to comply with these 

standards may result in an investigation into the CISA holder’s conduct by the ISACA Board of Directors or appropriate ISACA 
committee and, ultimately, in disciplinary action.  

• Guidelines provide guidance in applying IS Auditing Standards. The IS auditor should consider them in determining how to 
achieve implementation of the standards, use professional judgement in their application and be prepared to justify any departure. 
The objective of the IS Auditing Guidelines is to provide further information on how to comply with the IS Auditing Standards. 

• Procedures provide examples of procedures an IS auditor might follow in an audit engagement. The procedure documents provide 
information on how to meet the standards when performing IS auditing work, but do not set requirements. The objective of the IS 
Auditing Procedures is to provide further information on how to comply with the IS Auditing Standards. 

 
Control Objectives for Information and related Technology (COBIT®) is an information technology (IT) governance framework and 
supporting tool set that allows managers to bridge the gaps amongst control requirements, technical issues and business risks. COBIT 
enables clear policy development and good practice for IT control throughout organisations. It emphasises regulatory compliance, helps 
organisations increase the value attained from IT, enables alignment and simplifies implementation of the COBIT framework’s concepts. 
COBIT is intended for use by business and IT management as well as IS auditors; therefore, its usage enables the understanding of 
business objectives and communication of good practices and recommendations to be made around a commonly understood and well-
respected framework. COBIT is available for download on the ISACA web site, www.isaca.org/cobit. As defined in the COBIT framework, 
each of the following related products and/or elements is organised by IT management process:  
• Control objectives—Generic statements of minimum good control in relation to IT processes 
• Management guidelines—Guidance on how to assess and improve IT process performance, using maturity models; Responsible, 

Accountable, Consulted and/or Informed (RACI) charts; goals; and metrics. They provide a management-oriented framework for 
continuous and proactive control self-assessment specifically focused on: 
– Performance measurement 
– IT control profiling 
– Awareness 
– Benchmarking 

• COBIT Control Practices—Risk and value statements and ‘how to implement’ guidance for the control objectives  
• IT Assurance Guide—Guidance for each control area on how to obtain an understanding, evaluate each control, assess 

compliance and substantiate the risk of controls not being met 
 
A glossary of terms can be found on the ISACA web site at www.isaca.org/glossary. The words audit and review are used 
interchangeably.  
 
Disclaimer:  ISACA has designed this guidance as the minimum level of acceptable performance required to meet the professional 
responsibilities set out in the ISACA Code of Professional Ethics. ISACA makes no claim that use of this product will assure a 
successful outcome. The publication should not be considered inclusive of any proper procedures and tests or exclusive of other 
procedures and tests that are reasonably directed to obtaining the same results. In determining the propriety of any specific procedure 
or test, the controls professional should apply his/her own professional judgement to the specific control circumstances presented by the 
particular systems or information technology environment. 
 
The ISACA Standards Board is committed to wide consultation in the preparation of the IS Auditing Standards, Guidelines and 
Procedures. Prior to issuing any documents, the Standards Board issues exposure drafts internationally for general public comment. 
The Standards Board also seeks out those with a special expertise or interest in the topic under consideration for consultation where 
necessary. The Standards Board has an ongoing development programme and welcomes the input of ISACA members and other 
interested parties to identify emerging issues requiring new standards. Any suggestions should be e-mailed (standards@isaca.org), 
faxed (+1.847. 253.1443) or mailed (address at the end of document) to ISACA International Headquarters, for the attention of the 
director of research standards and academic relations. This material was issued 1 December 2007. 
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1. BACKGROUND 
 
1.1 Linkage to Standards  
1.1.1  Standard S1 Audit Charter states, ‘The purpose, responsibility, authority and accountability of the 

information systems audit function or information systems audit assignments should be appropriately 
documented in an audit charter or engagement letter’. 

1.1.2  Standard S3 Professional Ethics and Standards states, ‘The IS auditor should adhere to the ISACA 
Code of Professional Ethics’. 

 
1.2 Linkage to Guidelines 
1.2.1 G13 Use of Risk Assessment in Audit Planning states, ‘The IS auditor should use the selected risk 

assessment techniques in developing the overall audit plan and in planning specific audits. Risk 
assessment, in combination with other audit techniques, should be considered in making planning 
decisions such as: 
• The nature, extent and timing of audit procedures  
• The areas or business functions to be audited  
• The amount of time and resources to be allocated to an audit’  

 
1.3 Linkage to COBIT 
1.3.1 ME2 Monitor and evaluate internal control, which satisfies the business requirement for IT of 

protecting the achievement of IT objectives and complying with IT-related laws and regulations by 
focusing on monitoring the internal control processes for IT-related activities and identifying 
improvement actions, is achieved by: 
• Defining a system of internal controls embedded in the IT process framework 
• Monitoring and reporting on the effectiveness of the internal controls over IT 
• Reporting control expectations to management for action 
 
ME2 is measured by: 
• Number of major internal control breaches 
• Number of control improvement initiatives 
• Number and coverage of control self-assessments 

1.3.2 ME3 Ensure compliance with external requirements, which satisfies the business requirement for IT 
of ensuring compliance with laws, regulations and contractual requirements by focusing on 
identifying all applicable laws, regulations and contracts and the corresponding level of IT 
compliance and optimising IT processes to reduce the risk of non-compliance, is achieved by: 
• Identifying legal, regulatory and contractual requirements related to IT 
• Assessing the impact of compliance requirements 
• Monitoring and reporting on compliance with these requirements 

 
ME3 is measured by: 
• Cost of IT non-compliance, including settlements and fines 
• Average time lag between identification of external compliance issues and resolution 
• Frequency of compliance reviews 

1.3.3 ME4 Provide IT governance, which satisfies the business requirement for IT of integrating IT 
governance with corporate governance objectives and complying with laws, regulations and 
contracts by focusing on preparing board reports on IT strategy, performance and risks, and 
responding to governance requirements in line with board directions, is achieved by: 
• Establishing an IT governance framework integrated into corporate governance 
• Obtaining independent assurance over the IT governance status 
 
ME4 is measured by: 
• Frequency of board reporting on IT to stakeholders (including maturity)  
• Frequency of reporting from IT to the board (including maturity)  
• Frequency of independent reviews of IT compliance 
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1.4 COBIT Reference  
1.4.1 Selection of the most relevant material in COBIT applicable to the scope of the particular audit is 

based on the choice of specific COBIT IT processes and consideration of COBIT’s control objectives 
and associated management practices. To meet the responsibility, authority and accountability 
requirement of IS auditors, the processes in COBIT most likely to be relevant, selected and adapted 
are classified below as primary and secondary. The process and control objectives to be selected 
and adapted may vary depending on the specific scope and terms of reference of the assignment. 

1.4.2 The specific objectives or processes of COBIT that should be considered as primary when reviewing 
the area addressed by this guidance:  
• PO1 IS risk assessment 
• PO2 Define the information architecture 
• PO9 Assess and manage IT risks 
• DS5 Ensure systems security 
• DS7 Educate and train users 
• DS9 Manage the configuration 

1.4.3 The specific objectives or processes of COBIT that should be considered as secondary when 
reviewing the area addressed by this guidance: 
• PO6 Communicate management aims and direction 
• PO7 Manage IT human resources 
• AI1 Identify automated solutions  
• AI2 Acquire and maintain application software 
• AI3 Acquire and maintain technology infrastructure 
• AI6 Manage changes  
• DS1 Define and manage service levels 
• DS2 Manage third-party services 
• DS10 Manage problems  
• DS12 Manage the physical environment  
• ME1 Monitor and evaluate IT performance 
• ME3 Ensure regulatory compliance 

1.4.4 The information criteria most relevant to responsibility, authority and accountability are: 
• Primary:  effectiveness, efficiency and confidentiality 
• Secondary:  availability, integrity and reliability 

 
1.5 Purpose of the Guideline 
1.5.1 In the actual interconnected world, organisations should protect their assets from unauthorised use, 

not only to protect its investments but also to protect information assets from the risks generated by 
the misuse of resources, intentionally or unintentionally. Actual technology implementations are 
diverse and complex (e.g., platforms, applications, utilities, operating systems, databases, e-mail 
utilities, security and audit tools, Internet, faxes) and all of them have to be protected from 
unauthorised use. Physical assets, such as buildings, equipment, telecommunications, photocopiers, 
cameras, file cabinets, general printing information and customer documentation must also be 
protected. Due to this diversity, it is critical to have one standard process to control access. This 
standard will operate as a baseline, customised to address the particular needs of the organisation.  

1.5.2 This guideline provides guidance in applying IS auditing standards S1 and S3. The IS auditor should 
consider this guideline in determining how to achieve implementation of the above standards, use 
professional judgement in its application and be prepared to justify any departure.  

 
1.6 Guideline Application  
1.6.1 When applying this guideline, the IS auditor should consider its guidance in relation to other relevant 

ISACA standards and guidelines. 
 
1.7 General Categories of Access 
1.7.1 Minimal access—User access only to the specific resources needed  
1.7.2 Need to know basis—User access to the resources needed to perform the work for the organisation, 

not for personal interest  
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1.7.3 Owner—User access for the person responsible for the asset  
 

2. GENERAL DEFINITIONS  
 
2.1  Security Policy 
2.1.1 A security policy is a high-level document that describes management’s and organisations’ 

responsibility and defines the security strategy to comply with business objectives. Standards and 
procedures should be written for complete implementation. Standards define ‘what’ should be done 
to comply with the policy and are intended for all audiences. Procedures describe ‘how’ it should be 
done and are intended for those who have to implement the policy (e.g., users, technology, vendors). 
These could be organised in separate documents or could be consolidated in an ‘access control 
policy’.  

2.1.2 There are many sources of information to consider when writing a security policy. Each organisation 
should assess the information in relation to its business, need for protection and culture, and adopt 
that which best meets its objectives. The policy should be written by business and security 
specialists and approved by high-level management or directors before it is communicated to and 
signed by all employees. 

   
2.2  Criteria to Define Access Rules 
2.2.1 In general, the criteria should be based on the principle of need-to-know. Each organisation must 

define a level of access appropriate for each group of employees, vendors, customers, regulators 
and auditors (e.g., role-based access). A complete inventory of information assets should be made, 
considering the importance of the information, vulnerability, existing security measures in the IT 
environment, including equipment where the information is processed and skills or special expertise 
of those managing the information (intellectual property). The physical assets or resources to protect 
include: 
• Buildings including their power and security and other infrastructure items (e.g., uninterruptible power 

supply [UPS], generators, cameras)   
• Data centres  
• Telecommunication rooms (switches, hubs, routers, private automatic branch exchanges [PABXs], 

cables)  
• Libraries (tapes, cartridges, zips) 
• Vaults/fire proof safes 
• Safety boxes, key boxes  
• Faxes  
• Photocopier machines  
• Telex  
• Customer documentation  
• Support documentation (regulatory) 

 
2.2.2 Organisations should consider creating and periodically reviewing matrix of access roles to verify 

segregation of critical duties.  
 
2.2.3 Logical assets or resources to protect include:  

• Servers (i.e., web servers, application) and their operating systems 
• Database systems or file systems 
• Applications 
• Utilities and tools   
• Magnetic cards, keys, certificates, smart cards 
• Servers, workstations, PABX 
• Data in general 
• E-mail (corporate accounts) 
• Firewall/intrusion detection system (IDS) 
• Reports 
• Audit logs 
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• Network (security perimeter) 
 

2.3 Ownership and Responsibilities 
2.3.1 The owner for each information (and IT-related physical) asset should be defined in a formal way 

with assigned responsibilities. The responsibilities should encompass the information owner’s duty to 
make sure that principles and rules for access control are made, implemented and followed by the 
organisation. 

 
2.4 Asset Classification 
2.4.1 Asset classification should be based on the information type managed (e.g., restricted, confidential, 

internal, public).  
 
2.5 Administration  
2.5.1 The access control policy should clearly define responsibilities, roles and procedures for changes in 

employee status, such as changes in positions and tasks, transfer within department/information 
security administration (ISA). It is of great importance to establish a procedure to manage changes in 
user status and communicate changes to information owners, users, super users, supervisors or any 
person/department responsible for defining, granting/eliminating or changing entitlements/privileges. 
A security administrator should have the overall responsibility for security administration. The term 
‘entitlement’ is interchangeable with access granted to users.  

 
2.6 User Controls  
2.6.1 A set of controls should be defined for controlling and monitoring user activities, e.g., blocking users 

after a number of consecutive failed logins and blocking or deleting inactive users after a defined 
period of inactivity. Successfully logged in user should be provided with number of failed attempts, 
successful login date and time.  

 
2.7 Entitlement Review  
2.7.1 Entitlement reviews should be done at least semi-annually to verify that owners/supervisors validate 

the user entitlements and the changes effected. The appropriateness of the ‘procedure’, which 
requires the performance of the entitlement review, should be evaluated at least annually to verify 
any changes in the environment (i.e., application, external network access) that could possibly result 
in the need for a more frequent entitlement review are considered. 

 
2.8 Authorised Use and Penalties 
2.8.1 The policy and supporting documents (i.e., standards, guidelines) should state, while addressing 

other risk attributes, that organisational resources can only be used for business purposes and not 
for personal benefits. There should be penalties/sanctions in case of misuse or inappropriate use of 
business resources.   

2.8.2 The policy should encompass the regulatory framework (corporate and local), including, privacy law, 
data protection or bank secrecy. Also, it should state which situations, such as participation in chain 
letters, downloading software from Internet, using personal software on CDs/diskettes or using 
organization-owned information for personal benefit, are prohibited.  

 
2.9 Non-staff Personnel 
2.9.1 The policy should state functions or transactions (e.g., security transactions, authorisation) not 

accessible by temporary consultants or third-party personnel. Access to these functions and 
transactions can be accomplished by network controls, but are not accessible via corporate e-mail, 
dial-in access, etc.   

 
2.10 Accountability and Password Sharing  
2.10.1 The policy should state clearly that each employee is responsible for the actions done with his/her 

password, even if it is demonstrated that the action was carried out by another individual using that 
password. Passwords should have expiration dates and systems should force automatic changes. 
Based on all previous elements, each organisation defines access requirements according to 
employee’s/customer’s current business needs and the legal environment. 

 
2.11 Type of Access 
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2.11.1 Depending on its origin, access can be classified as local or remote. Local access originates inside 
the organisation where the resources are physically located. Remote access originates from other 
locations, such as home, and is typically used for emergency change control procedures or 
administrator scheduled operations. In this last case, special security measures should be 
considered, such as configuration and antivirus software, secure connection (virtual private networks 
[VPN], encryption, Secure Sockets Layer [SSL]) and daily control of remote activity from home 
desktops.  

2.11.2 Wireless or mobile device use should be minimised (not used for critical process/information) and 
strictly controlled. Consider complexity and the skills needed to perform access when classifying 
access as technical/non-technical and structured/unstructured. This is very important for risk 
assessment analysis and occurrence probability determination.  
 

2.12  Requisites  
2.12.1 Access to information assets should be measured against identification, authentication, authorisation 

or non-repudiation.  
2.12.2 The user should be identified to the resource, typically with a user identification (ID) (a string of 

numbers and characters not less than eight positions in length), ID card or physical ID, such as a 
person’s voice, fingerprint or iris/retina (biometric).  

2.12.3 The user should be authenticated by providing the resource with one secret item that demonstrates 
who he/she is. Depending on classification and risk evaluation, authentication can be made by static 
passwords, dynamic passwords or one-time passwords (tokens), biometrics, personal identification 
numbers (PINs)/trading partner identification numbers (TPINs). Authentication is accomplished by 
using ‘something that you know’, ‘something that you have’ or ‘something that you are’. Security is 
stronger with a combination of factors, e.g., an automatic teller machine (ATM) that uses two-factor 
authentication—something that you know (PIN) and something that you have (card). As an example, 
an access control policy should include tables such as the following table.  

 
Technique Information 

classification, risk 
evaluation and 
application usage, and 
type of access  

PIN/TPIN Static 
Passwords 

One-time 
Passwords 

Biometrics 

Public information, low risk, 
not transactional 
applications, internal 
access 

S D D D 

Confidential information, 
medium risk, transactional 
applications and internal 
access   

I I D D 

Restricted information, high 
risk, transactional 
applications and remote 
access (web)   

I I S D 

Legend:  S—Sufficient, I— Insufficient, D—Desired  
 

2.12.4 If identification/authentication is approved, the system permits access to the specific resource in 
question. This is accomplished by different techniques depending on type of resource, for example:  
• For buildings, rooms, vaults and data centres—User access cards, PINs and biometrics 
• For customers documents, cabinets and faxes—User access keys, cards and supervisor memos 
• Firewalls and proxies are equipment assets that allow access to other resources, and because 

they are very important, they should be given special protection. They should have both physical 
and logical protection such as only administrator role usage, change in configurations, and usage 
of alarms and logs. In all cases, each company must analyse its needs depending on what 
services (e.g., web services, e-mail, FTPs) are in use and follow standards/best practices 
recommendations (e.g., disable port 80). To achieve this objective, it is important that each 
company considers a vulnerability and threat management procedure, which includes the 
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subscription of one or more security bulletins (i.e., CERT, SANS, Microsoft, National Institute of 
Standards and Technology [NIST]).  

• IDSs/active defense systems (ADSs)/intrusion prevention systems (IPSs) are equipment and 
software that detect and analyse suspicious traffic; they must be configured to generate 
alarms/logs that need to be reviewed immediately. It is important to implement a process for the 
review of logs and alarms received, the analysis of which indicates changes of configurations 
depending on the risk of the threats.    

• Application, operating system and database management system (DBMS) user profiles defined at 
the application/DBMS level. Each user is assigned a user privilege and this is placed on the 
access controls lists (ACL).    

• End-user computing for Excel spreadsheets, Access tables and Fox/Dbase files, if they exist, 
should be protected with sheets passwords, user privileges, cell passwords, etc. It is 
recommended not to use these tools for critical processes because the security controls they 
provide (i.e., password protection) may not be as strong as those built into the 
applications/DBMS.  

2.12.5 Non-repudiation is intended to verify that somebody who made a transaction cannot deny it. It is 
accomplished by digital signatures and logs.   
 

2.13  Risk Assessment 
2.13.1 Risk assessments should be performed on an ongoing basis according to the nature of threats and 

changes to the threat scenario. 
2.13.2 Poor access control practices can lead to unauthorised disclosure of confidential information 

(confidentiality), unauthorised changes to data (integrity) or loss of continuity of business 
(availability). The consequences of not having appropriate access controls in place should be 
considered based on the value of the asset to the organisation from a quantitative perspective as 
well as a qualitative perspective, e.g., reputation loss, customer perceptions, inability to comply with 
obligations, compromises (contracts, service level agreements [SLAs]), regulatory effect (fines and 
penalties), financial effect, competitive loss and revenue/income loss. To minimise this risk, 
preventive controls should be implemented (according to policy) to reduce risk to a level that is 
acceptable to the business (residual risk). Detective controls are also required to secure the process.  

2.13.3 The degree of trust required for a given system is determined by the value of the information assets 
and the perceived risk to those assets. 

2.13.4 To develop methods of assuring that computer systems (e.g., within a network) accorded trust are 
worthy of that trust to share information resources. 

 
2.14 Risk Monitoring and Metrics   
2.14.1 Access risk indicators should be defined by methodologies, such as control risk self-assessment. 

Some examples include:  
• Number of external intrusion attempts (failed or succeed) 
• Number of internal unauthorised attempts  
• Number of security incidents caused by unauthorised access  
• Number of entitlement reviews not in compliance  
• Number of inadequate access request approvals  

 
2.15 Specific Threats to Access 
2.15.1 Organisations, depending on their products/services/applications, should analyse their exposure to 

social engineering, phishing, identity theft, denial-of-service attacks, web spoofing and cross-site 
scripting. Based on the potential threat exposure, they should consider special measures for web 
applications and infrastructure (e.g., web standards policy, ethical hacking).   

2.15.2 The organisation should be prepared to react appropriately to a breach of access including 
unauthorised intrusion.  
 

2.16 Preventive Controls  
2.16.1 Preventive controls include: 

• System access should be authenticated by the use of a strong password (rules for password 
length and complexity, change frequency, password sharing, etc.). 
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• Formal approval should be required by the business owner before access is granted to business 
information resources.  

• An access control policy should be communicated to and signed by all employees considering 
regulatory requirements (corporate and local levels) and implementation of access controls 
techniques according to policy  

• Staff agreements for correct use of resources (human resources) should be signed 
• A programme to train, communicate and make staff aware of correct access and measures for 

non-compliance should be in place. 
• Procedures should exist to define, approve process, revoke, eliminate, change, communicate, log 

and audit access, approved by owners and supervisors. 
• User administration procedures, including daily controls over the administration function should 

be in place. 
• All vendor-supplied user IDs, where there is no business need, should be removed. 
• For those vendor-supplied user IDs with a business need, the initial default password changes 

should be required. 
• Access control tools, such as audit tools, firewalls and IDs, should exist.  
• A resource use policy, including employee penalties for incorrect use (e-mail, Internet), should be 

in place.  
• Third-party access requirements (SLAs or contracts) 
• Labelling procedures, depending on risk assessment considerations 
• Restrictions on access for temporary employees (security functions, transaction authorisation) 
• Elimination of all platform default access/users, wherever possible   
• Restricting all production service accounts from log on by users  
• Encryption, which is not an access control, reducing the effect of unauthorised access  
• Procedures to define access to physical resources, such as file cabinets, faxes, vaults, 

documents and their requirements on retention and protection 
• Application of segregation of duties—dividing access to critical data between two or more 

persons to reach a level of mutual control 
• PIN/TPIN/secure Internet password (HPIN), tokens, biometrics, user profiles, privileges, session 

time out, cable lock, anti-virus, anti-spyware   
 

2.17 Detective Controls  
2.17.1 Detective controls include: 

• Entitlement review procedures, including escalation for non-compliance situations, and logging 
and review of vendor, customers, regulators and auditors.  

• Activities of the privileged or superuser login account should be closely monitored and reviewed 
by senior computer security management.  

• A security incident procedure, including roles and responsibilities and escalation procedures, 
should exist to manage inadequate access/abuse of resources, suspicious activity and hackers  

• Audit/quality assurance reviews of entitlements, high-privilege users, functional users, default 
users, special groups/roles, firewall/IDS configurations, alerts and logs should be in place. 

• Self-assessment methodology should be deployed to complement internal audit reviews. For 
example, a set of controls are integrated to the business processes and executed by each area 
with a frequency according to risk. 

• An annual penetration test assessment should be made that includes networks, people, 
resources and business processes, where appropriate.  

• The logs containing non-approved activities should be logged and reviewed.  
 
2.18 Compensating Controls 
2.18.1 Compensating controls should be considered where detective or preventive controls are insufficient.    
2.18.2 For all of these indicators, a value trigger should be defined that permits the security manager to 

analyse the causes of these problems and define the management action plan to mitigate/resolve the 
issues (e.g., to reinforce training and to buy security tools). 

 
2.19 Administration Access Procedure  
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2.19.1 Depending on local procedures, platforms, utilities and the design of access administration tools, this 
task could vary in organisations but in all cases should include: 
• Formally documented access request for all actions (e.g., additions, deletions, resets and profiles 

changes) with adequate rationales and the owner’s approvals should be required.  
• When the administration process is manual (by form or e-mail), the user administrator that 

receives the request should check that approvals on the request are correct. In some cases this 
process has been automated through an application that contains the owner/supervisor of each 
resource/area and implements one automatic workflow to obtain approvals. 

• The time frame for processing of each user administration operation should be defined and 
agreed to by the business (e.g., SLA, statement of work). For example, a user reset for critical 
applications must be responded to according to the SLA or in the appropriately defined time 
period.  

• The process should define clearly the way to deliver passwords to users for additions or resets. In 
some cases this is automated through the application and the administrator never knows the user 
password. Also, it is desirable that when passwords are generated (i.e., during the addition or 
reset of user transactions), they should only be known to the account owner and stored with 
encryption, as they should be considered restricted information.  

• The process to deliver PINs/TPINs to employees/customers should use a different delivery 
channel than the item (cards, tokens) and they should be inactive until they reach the owner who 
can activate them. 

• A control should exist to verify that any password/PIN/TPIN is destroyed after some time period if 
it does not reach the owner.  

  
2.20 Controls Over Information Security Administration  
2.20.1 Activities include: 

• All ISA activities should be recorded in audit logs.  
• All user administration functions should be segregated from any other activities (i.e., system 

administration, business transactions and developer activity); otherwise, inappropriate 
segregation of duties will lead to conflicts of interest.   

• One independent party should control all ISA activities in 24 hours or should implement 
maker/checker dual control to verify that only required actions are processed.  

• All privileged users (administrators, DBAs) should be monitored and have a tighter control 
process for justification, documentation and approval.  

 
2.21 Controls over User Activities 
2.21.1 Controls over user activities include: 

• Repeated failed log in attempts should be identified and investigated. 
• Any blocked or suspended user ID (three or more consecutives failed attempts) should be 

investigated to verify that the user is the correct owner of the user ID and not an unauthorised 
person trying to discover passwords.  

• Inactive users should be monitored and corrective action should be taken depending on the 
period, e.g., blocking of 60-day inactive users and deletion of 90-day inactive users.  

• Activity carried out by default users (e.g., guest, administrators, owner, root) or contractors should 
be monitored on a daily basis. It is recommended to use security tools for this task.  

• Access to data should be for a limited time period during the day, week, month or year. 
 

2.22 Considerations to Monitor Access  
2.22.1 Considerations to monitor access include: 

• Access to critical accounts, log files, data files and databases should be monitored.   
• Periodically, logs should be reviewed to monitor activities of privileged users and failed access 

attempts.   
• E-mail use should be monitored due to the abuse that could lead to legal, privacy and ethical 

issues.  
• The usage of privileged (system) log in accounts should be monitored and justified. Whenever 

possible, such users should have their own logon IDs and be assigned privileged authority 
(SysAdmin account) rather than use a generic ID, as it may be shared.  
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• For vendor-supplied security products, such as for network and server intrusion detection, and 
the associated logs should be reviewed daily, and alerts should be managed accordingly.  

 
3. AUDIT PROCESS  
 
3.1 Planning 
3.1.1 An audit programme should be developed based on the organisation’s risk assessment and risk 

management strategy, including the scope, objectives and timing of the audit. Reporting 
arrangements should be clearly documented in the audit programme. Consideration should be given 
to the nature and size of the organisation and its stakeholders. The IS auditor should gain an 
understanding of the organisation’s mission and business objectives, the types of technical 
infrastructure, and business critical data. 

3.1.2 An understanding of the organisational structure is needed, specifically of the roles and 
responsibilities of key staff, including the information managers, owners and supervisors. 

3.1.3 A primary objective of the audit planning phase is to understand the threats and risks that the 
organisation faces when the access is incorrectly defined, approved, assigned, used or controlled.  

3.1.4 Formal risk assessment methodologies should be employed to define the scope of the review with 
emphasis on high-risk areas.  

3.1.5 Appropriate sampling techniques should be considered in the planning of the audit to quantify the 
results of testing, if applicable.  

3.1.6 All previous audit reports should be reviewed and the level of resolution should be assessed on each 
issue according to the management action plan.  

 
4. PERFORMANCE OF WORK 
 
4.1 Audit Tasks 
4.1.1 The IS auditor should consider reviewing the: 

• Adherence to aforementioned preventative and detective controls, where applicable 
• Organisational chart and job descriptions of all personnel with security responsibilities  
• Roles associated with access to information resources to determine that they are created 

commensurate with current business duties  
• Access authorities granted to employee accounts, including those associated with the information 

technology group, to determine that they are periodically validated to verify a continued business 
need exists  

• Logon accounts assigned to employees that have been terminated to determine that they are 
removed as soon as possible  

• Policies, criteria and process implementations to verify completeness, accuracy, updating and 
compliance evidence 

• Approval procedure, responsibilities definition and their acceptance for security-related functions 
(e.g., information owners, business process owners, application owners)  

• Asset inventory with classification and risk evaluations  
• ISA logs and daily controls, especially for high-privilege users 
• Detection, communication, escalation and resolution procedures for security incidents and their 

metrics during the period subject to review. Employees should be interviewed randomly to assess 
their awareness of the security incident procedure. 

• Awareness and training programme and associated metrics 
• ISA operating procedures 
• Evidence of security incidents reporting, escalation and resolution of the period (if exists), lessons 

learned and the implemented action plan   
• Justification and approvals of administrator activity and functional users rationale  
• Reports from risk and vulnerability assessments 
• Employee agreements and clauses signed as part of human resources procedures, typically 

when the working relationship begins  
• Contracts signed with temporary personnel  
• Reports of platform configurations (e.g., servers, desktops, host)  
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• Evidence of the entitlement review process for the period under review  
• Firewall/IDS/IPS configuration reports  
• Firewall/IDS/IPS logs for one spot 
• Specific standards/guidelines (i.e., firewall, web applications) 
• Service level contracts/agreements with shared/third-party service providers. 
 

5. REPORTING 
 

5.1 Report Generation and Follow-up 
5.1.1 The draft audit report should be generated and discussed with relevant personnel. Only include 

those issues supported by clear evidence. 
5.1.2 The report should be finalised following ISACA guidelines and presented to management with 

recommendations to resolve/improve issues and follow-up options.    
5.1.3 Follow-up activities, action plans, responsibilities, target dates, and resources and priorities given by 

senior management should be agreed upon.  
 
6. EFFECTIVE DATE  
6.1 This guideline is effective for all IS audits beginning 1 February 2008.  
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